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EVIDENCIA 46 LOGS

Registros de actividades de sistemas de informacion, sistemas operativos y activos
relacionados con el monedero electrénico

SENDERO FUEL S.A. DE C.V.

Evidencia documental de cumplimiento — Punto 46, Anexo 10 RMF 2026
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1. Requisito de cumplimiento

El Punto 46 del Anexo 10 de la Resolucion Miscelanea Fiscal 2026 requiere documentacion que permita identificar los registros
de actividades de los sistemas de informacion, sistemas operativos y cualquier otro activo relacionado con el monedero
electrénico. Los registros deben contener, como minimo:

¢ a) Ildentificador del usuario que realiza la actividad.

a
e b) Descripcion de la actividad realizada.

)
)

¢ c) Origen de la conexion al sistema.

¢ d) Resultado de la actividad efectuada.
)

e ¢) Todos los registros deben ser generados como solo lectura para todos los usuarios.

¢ f) Controles contra pérdida, destruccion, falsificacion, acceso no autorizado y distribucién no autorizada.

Nota especial sobre cuentas privilegiadas

El propio requisito exige registros de actividades independientes para administradores y cuentas privilegiadas. Dichos
registros deben conservarse como solo lectura y no deben ser accesibles por los propios administradores o cuentas
privilegiadas cuya actividad se registra.

2. Objetivo

Demostrar que SENDERO FUEL registra y conserva trazabilidad suficiente sobre actividades relevantes ejecutadas en la
aplicacion del monedero, servidores, bases de datos, equipos de red, almacenamiento y demas infraestructura relacionada,
mediante un esquema de centralizacion en Wazuh (SIEM) y registros transaccionales propios de las aplicaciones y
plataformas.

3. Alcance

El alcance incluye los activos tecnoldgicos vinculados con el monedero electrénico de combustibles en el centro de datos
principal NGX, el centro de datos secundario ASSETEL y la infraestructura operativa de oficina que genera eventos relevantes.
Se consideran registros de aplicacion, sistema operativo, base de datos, equipos de red, firewalls, hosts de virtualizacion,
almacenamientoy repositorios de respaldo.

4. Arquitectura de registro y centralizacion

Wazuh como repositorio central/SIEM, usado para concentrar registros de servidores mediante agentes y eventos de
dispositivos que no admiten agente mediante Syslog. El servidor de referencia es SRV-WAZUH, identificado con la direccién
10.255.248.15.
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X SRV-WAZUH

[root@srv-wazuh axsanchez]# hostname
srv-wazuh
[root@srv-wazuh axsanchez]# date
Fri Jul 24 01:27:43 PM PDT 2026
[root@srv-wazuh axsanchez]# <ip add show dev enplls@
28 <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state group default qlen 10
Qo
link/ether brd
altname enplls®
inet /24|brd scope global noprefixroute ens192
valid_1ft forever preferred_lft forever
inet6 /64 scope link noprefixroute
valid_lft forever preferred_lft forever
[root@srv-wazuh axsanchez]# systemctl status wazuh-dashboard.service
wazuh-dashboard.service - wazuh-dashboard
Loaded: loaded (/etc/systemd/system/wazuh-dashboard.servic ; preset: disabled)
Active: since Tue 2026-05-05 12:56:08 PDT; 2 months 19 days ago
Main PID: 2514196 (node)
Tasks: 11 (limit: 100402)
Memory: 211.7M (peak: 314.0M)
CPU: 3h 22min 56.152s
CGroup: {Eystem.slice/wazuh—dashboard.service

Jul 24 13:19:01 srv-wazuh opensearch-dashboards[2514196]: {"type":"response","@timestamp":"ZH

Figura 1. SRV-WAZUH: identificacién del servidor y evidencia del servicio wazuh-dashboard.service en ejecucion.

« s cC © enersercom.mx % L@ o @ =
= W. | Overview indexpattemn  wazuh-alerts-*  ~ a
AGENTS SUMMARY LAST 24 HOURS ALERTS
Critical severity High severity Medium severity Low severity
0 22 1,275
Rule level 15 or higher Rule level 1210 14 Rule level 7 to 11 Rule level 0 to 6
ENDPOINT SECURITY THREAT INTELLIGENCE
{g} Configuration Assessment @ Malware Detection @I Threat Hunting fO Vuinerabiiity Detection

Scan your as part of a configuration romise triggered by

assessment audi malware infections or cyberattacks.

File Integrity Monitoring

SECURITY OPERATIONS CLOUD SECURITY
B T Hygiene = reiDss & Docker aws  Amazon Web Services
Asse etwork Global security standard for entities that process, Monitor and coflect the activity frof " ws
layer store, or transmit payment cardhlder data containers
changes, and anx stopping or pa
nﬂ GDPR CA) HIPAA Google Cloud @ GitHub
il ¥
GitHub

General Data Protection Regulation (GDPR) sets Health Insurance Portability and Accountability Act Security events related to your Google Ciou Monitoring events from audit logs of your GitHut

Figura 2. Dashboard web de Wazuh utilizado para la administracion y consulta centralizada de eventos.
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ario base y activos sujetos a registro

Descripcion

Direccién IP

Tipo de registro / fuente

SRV-ENERGO-AD Directorio Activo 172.16.52.2 Wazuh agent
SRV-MON-APP-DV Aplicaion de Monedero Desarrollo 172.16.50.10 Wazuh agent
SRV-MON-APP-PR Aplicaion de monedero produccion 172.16.52.10 Wazuh agent
SRV-MON-APP-QA Aplicacion de monedero pruebas 172.16.51.10 Wazuh agent
SRV-MON-DB-DV Base de datos de monedero desarrollo 172.16.50.11 Wazuh agent
SRV-MON-DB-PR Base de datos de monedero produccion 172.16.52.11 Wazuh agent
SRV-MON-DB-QA Base de datos de monedero pruebas 172.16.51.11 Wazuh agent
SRV-MON-SER-DV Servicios de backend desallo 172.16.50.12 Wazuh agent
SRV-MON-SER-PR Servicios de backend produccion 172.16.52.12 Wazuh agent
SRV-MON-SER-QA Servicios de backend pruebas 172.16.51.12 Wazuh agent
SRV-NTP Servidor de tiempo 10.255.248.40 Wazuh agent
SRV-GLPI Servidor de Tickets 10.255.248.326 Wazuh agent
SW-HP-NGX-01 Switch Core, interconecta todos los dispositivos del centro de datos 10.20.1.2 Syslog/ registro de

plataforma
FW-FTNET-NGX-01 Firewall perimetral, gestiona los enlaces de Intrnet, IDS, IPS, Filtrado 10.20.1.1 Syslog / registro de
web, etc plataforma
X . . - Syslog / registro de
SW-HP-ASSTEL-01 Switch Core, interconecta todos los dispositivos del centro de datos 10.30.1.2
plataforma
FW-ASSETEL-NGX-01 Firewall perimetral, gestiona los enlaces de Intrnet, IDS, IPS, Filtrado 10.30.1.1 Syslog / registro de
web, etc plataforma
. . . . Syslog / registro de
SW-ARUBA-2930 Switch Core, interconecta todos los dispositivos del centro de datos 10.100.0.14
plataforma
FW-FG200f-03 Firewall perimetral, 10.100.0.1 Syslog/ registro de
plataforma
HST-PRLN-01 Host de virtualizacion VMWare 10.20.1.4 Syslog / registro de
plataforma
HST-PRLN-02 Host de virtualizacion VMWare 10.20.1.5 Syslog / registro de
plataforma
HST-PRLN-03 Host de virtualizacion VMWare 10.20.1.6 Syslog / registro de
plataforma
STR-MSA-01 Dispositivo de Almacenamiento de para las VM de VMWare 10.20.1.10 Syslog / registro de
plataforma
VLT-SONCE-01 Almacenameinto inmutable de respaldos 10.20.1.30 Syslog / registro de
plataforma
HST-PRLN-04 Host de virtualizacion VMWare 10.30.1.13 Syslog / registro de
plataforma
HST-PRLN-05 Host de virtualizacion VMWare 10.30.1.14 Syslog / registro de
plataforma
HST-PRLN-06 Host de virtualizacion VMWare 10.30.1.15 Syslog / registro de
plataforma
STR-MSA-02 Dispositivo de Almacenamiento para las VM de VMWare 10.30.1.18 Syslog / registro de
plataforma
VLT-SONCE-02 Almacenameinto inmutable de respaldos 10.30.1.9 Syslog / registro de

plataforma
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SRV-NAS-APP Almancenamiento de red. 10.100.30.9

Syslog / registro de
plataforma

Nota: la columna “Tipo de registro / fuente” se utiliza como clasificacion operativa para ordenar el expediente. La existencia
efectiva de la configuracion se acredita en las capturas posteriores.

6.1 Activos en espera (stand-by) en ASSETEL

Los activos identificados con sufijo “-ASS” permanecen apagados y son sobrescritos mediante réplicas; por ello, no generan
registros mientras se encuentran inactivos. Al activarse como parte del plan de recuperacién, deberan comenzar a generary
remitir registros al SIEM.

Activo Descripcion IP indicada en fuente
SRV-ENERGO-AD-ASS Directorio Activo 172.16.52.2
SRV-MON-APP-DV-ASS Aplicaion de Monedero Desarrollo 172.16.50.10
SRV-MON-APP-PR-ASS Aplicaion de monedero produccion 172.16.52.10
SRV-MON-APP-QA-ASS Aplicacion de monedero pruebas 172.16.51.10
SRV-MON-DB-DV-ASS Base de datos de monedero desarrollo 172.16.50.11
SRV-MON-DB-PR-ASS Base de datos de monedero produccion 172.16.52.11
SRV-MON-DB-QA-ASS Base de datos de monedero pruebas 172.16.51.11
SRV-MON-SER-DV-ASS Servicios de backend desallo 172.16.50.12
SRV-MON-SER-PR-ASS Servicios de backend produccion 172.16.52.12
SRV-MON-SER-QA-ASS Servicios de backend pruebas 172.16.51.12

6. Evidencia de cobertura de servidores y endpoints

c E T - sytiagonts-proview, | now ¥ ® a8 @ =
= W. Endpoints Index pattern wazuh-alerts-* v a @
AGENTS BY STATUS ToPS5 0S TOP § GROUPS
|] ® Active (264) | ® rocky (219) \ | ® SRV_Estaciones (191)
@ Disconnected (6) windows (45) default (45)
Pending (0) ® centos (4) Servidores_Criticos (23)
@ Never connected (0) @ debian (1) @ ERPMonedero (9)
@ ubuntu (1) ® Active_Directory (2)

Agents (10) @ Deploy new agent @ Refresh 4 Export formatted More - @

name~SRV-MON waL

DT Name 1P address Groupls) Operating system Cluster node Version Status Actions
040 SRV-MON-VOL 10.255.248.86 detaurt BB Microsoft Windows Server 2025 Datacenter 10.0.26100.32230 node01 va.14.2 o active @
1 SRV-MON-APP-QA 172.16.51.10 ERPMonedero BB Microsoft Windows Server 2019 Standard 10.0.17763.8880 node01 v4.14.2 ® active @
272 SRV-MON-APP-DEV 172.16.50.10 ERPMonedero BB Microsoft Windaws Server 2019 Standard 10.0.17763.8880 node01 v4.14.2 ® active @
273 SRV-MON-APP-PR 172.16.52.10 ERPMoneders BB Microsoft Windows Server 2019 Standard 10.0.17763.8755 node01 va.14.2 ® active @
274 SRV-MON-DB-DV 172.16.50.11 ERPMonedero B8 Microsoft Windows Server 2019 Standard 10.0.17763.8880 node01 va.14.2 ® active @
275 SRV-MON-DB-PR 172.18.52.11 ERPMonedero BB Microsoft Windows Server 2019 Standard 10.0.17763.9020 node01 v4.14.2 ® active @
278 SRV-MON-DB-QA 172.16.51.11 ERPMonedero BB Microsoft Windows Server 2019 Standard 10.0.17763.8880 node01 va.14.2 ® active ©
277 SRV-MON-SER-DV 172.16.50.12 ERPManeders BB Microsoft Windows Server 2025 Standard 10.0.26100.32995 nade01 va.14.2 ® active @
278 SRV-MON-SER-PR 172.18.52.12 ERPMonedero BB Microsoft Windows Server 2025 Standard 10.0.26100.32995 node01 va.14.2 ® active @
279 SRV-MON-SER-QA 172.16.51.12 ERPMonedero ' Microsoft Windows Server 2025 Standard 10.0.26100.32985 node01 va.14.2 ® active @

(. 4

Figura 3. Lista de endpoints en Wazuh filtrada por servidores del monedero (“SRV-MON?”), con IP y estado del agente.
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® @ | 172.16.52.12

-~
te 1
[RECVCISEIn] % Command Prompt
Notifications L
Connection-specific DNS Suffix . :
- = Link-local IPv6 Address . . . . . : fe80::8d18:9400:e2af:982b%13
(iereeory TPVl Address. . o s ol e o e e 172.16252:12
(Befefe Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 172.16.52.254

No new notifications
CadlsensdAdministrator . ENER-GO>hostname

SRV-MON-SER-PR

C:\Users\Administrator.ENER-GO>

viernes, 24 de julio

julio de 2026

Processes FQ Runnewtask @ Endtask @) Efficiency mode  +e-

&F 0% 71% 0% 0%
[@] Usermode Font Driver Host 0% 20MB 0MB/s 0 Mbps

@) VMware Guest Authentication... 0% 3.2M8 0MB/s 0 Mbps

[&] VMware SVGA Helper Service

20M8 0Mbps

&) VMware Tools Core Service 0% 108 MB 0MB/s 0 Mbps
O
S [T Wazuh Agent (32 bit) 0%  256MB OMB/s 0Mbps
— [@) Windows Audio Device Graph ... 0% 47M8 0MB/s 0Mbps

B Windows Command Processor 13M8 0Mbps

[®] Windows Defender SmartScreen 21M8 0 Mbps

= 30mins + P Focus

e I.-C'?'@

01:51p.m
A DD om0

Figura 4. Servidor SRV-MON-SER-PR mostrando el agente de Wazuh en ejecucidn.
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7. Evidencia de envio de logs por equipos de red, seguridad y
almacenamiento
Para activos que no utilizan agente, la evidencia fuente muestra configuracion de envio Syslog hacia el servidor SRV-WAZUH.

7.1 Firewall NGX - FW-FTNET-NGX-01

« c @ Not Secure Imzon 4 I 1o Y @ a0 =

B FW-FTNET-NGX-01 = L1+ O admin~
@ Dashboard >  GlobalSettings  Locallogs  Threat Weight
“# Network >
. dditic ! n
> "
& Policy & Objects UUIDs in Traffic Log @ @ APl
@ Security Profiles > review
=R > Address (B >~ EditinCLI
& User & Authentication > . ® Online Guides
Log Settings =
= WIFi & Switch Controller > B Relevant Documentation &
£ System o> Event logging Ul Customize B Video Tutorials &
@ security Fabric > Localtratficlogging Al & Fortinet Communit
144 Log & Report v Log allowed traffic fo ] © Jointhe Discussion &
Forward Traffic Log denied unicast traffic o ] @ security Rating Iss
Local Traffic Log denied broadcast traffic e
Log local out traffic [ o] Show Dismissed OB
Sniffer Traffic
ZTNATraffic Syslog logging LY © Disable
System Events IP address/FQDN 10.255.248.15
Security Events
i GUI Preferences
Reports
Log Settings e Resolve hostnames @ [ o}
Resolve unknown applications @ ©
Apply
FEIRTINET a1 )

Configuracion Syslog del firewall del centro de datos NGX hacia SRV-WAZUH.

7.2 Firewall de oficina - FW-FG200F-03

ow 7y @ 8 @ =
G200F-03 [} > @~ L1+ O admin~
@ Dashboard Global Settings  LocalLogs  Threat Weight
o Network
B . Additional Information
& Policy & Objects UUIDs in Traffic Log @ ° -
Security Profiles AP Preview
VPN Address © >_ EditinCLI
User & Authentication P ® Online Guides
= WiFi & Switch Contr B Relevant Documentation &
S Event logging 0 customize W Video Tutorlals &
rity Fabric Local traffic logging Al % Fortinet Community
Log & Report Log allowed traffic [e ] © Join the Discussion &
Forward Traffic Log denled unicast traffic >4 @ security Rating Is
5 Log denied broadcast traffic [e ]
Local Traffic §
Log local out traffic © Show Dismissed OB

Sniffer Traffic
ZTNA Traffic Syslog logging © Enable [[xsTIE

1P address/FQDN 10.255.248.15

System Events

Security Events
A EVER GUI Preferences

Reports
Resolve hostnames @ ©

Log Settings

Resolve unknown applications @ ©

Apply

FRATINET

Configuracion Syslog del firewall de oficina hacia SRV-WAZUH.
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7.3F ASSETEL - FW-ASSETEL-NGX-01
© Not Secure I1o.3o_1_1 settings?tabType=globa I &
P FW-ASSETL-01 >> @+ L1~ Oadmin- |
@ Dashboard > GlobalSettings  Locallogs  Threat Weight
 Network >
. x Additional Information
& Policy &Objects > UUIDsinTrafficLog @ -
& Security Profiles > © API Preview
o veN ,  Address O >_ EditinCLI
& User &Authentication gl fo % Online Guid
= WiFi &Switch Controller > L
& System [1 83 Event logging m Customize e B + Dia  Semana  Mes Afio
@ Security Fabric > Localtrafficlogging Al X
<

L Log & Report v Log allowed traffic (e ) JUIIO de 2026

Forward Traffic Log denied unicast traffic (e J lun mar mié jue vie

Local Traffic Log denied broadcast traffic (e ] 1jul 2 3

Log local out traffic ©

Sniffer Traffic
ZTNATraffic Sysloglogging LAEELY © Disable 6 7 8 9 10
IP address/FQDN 10.255.248.15

System Events

Security Events 13 14 15 16 17 18
GUI Preferences

Reports

Log Settings P Resolve hostnames @ © 20 21 22 23 24 25

Resolve unknown applications @ @©
27 28 29 30 (31

FZIATINET ;7400 2

Configuracién Syslog del firewall del centro de datos ASSETEL hacia SRV-WAZUH.

7.4 Switch NGX - SW-HP-NGX-01

X Switch_NGX

[HPE]display clock

13:16:22 MST Fri 07/31/2026

Time Zone : MST minus 07:00:00

[HPE]display ip interface brief

xdown: administratively down

(s): spoofing

Interface Physical Protocol IP Address Description
M-GE©/0/0 down down unassigned M-Gigabit...
Vlanl up up Vlan-inte...
Vlanll up up Vlan-inte...
Vlan2l up up Vlan-inte...
V1an50 up up Vlan-inte...
Vlan51 up up Vlan-inte...
Vlan52 up up Vlan-inte...
[HPE]display 1info-center

Information Center: Enabled

Console: Enabled

Monitor: Enabled

Log host: Enabled

3
port number: 514, host facility: local?
Log buffer: Enabled
Max buffer size 1024, current buffer size 512
Current messages 512, dropped messages 0, overwritten messages 1616
Log file: Enabled

Configuracién de log host/Syslog del switch NGX.
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de oficina - SW-ARUBA-2930

X SW-ARUBA-2930

Aruba-2930F-48G-PoEP-4SFP(config)# show time
Tue Aug 4 12:22:53 2026
Aruba-2930F-48G-PoEP-4SFP(config)# show running-config vlan 1

Running configuration:

vlian 1
name "Administracion"
no untagged 25-27,29
untagged 1-24,28,30-52
ip address
exit

Aruba-2930F-48G-PoEP-4SFP(config)# show running-config | include logging
logging

logging severity warning

Aruba-2930F-48G-PoEP-4SFP(config)#

Aruba-2930F-48G-PoEP-4SFP(config) #

Aruba-2930F-48G-PoEP-4SFP(config)# show system

Status and Counters - General System Information

System Name : Aruba-2930F-48G-PoEP-4SFP
System Contact
System Location

Configuracion de logging/Syslog del switch Aruba de oficina.

7.6 Switch ASSETEL - SW-HP-ASSTEL-01

X Switch_Assetel

return

[HPE]display clock

13:01:31 MST Tue 08/04/2026
Time Zone : MST minus 07:00:00
[HPE]display current-configuration interface Vlan-interface 1
i

interface Vlan-interfacel

ip address

#

return

[HPE]display info-center
Information Center: Enabled
Console: Enabled

Monitor: Enabled

Log host: Enabled

2

port number: 514, host facility: local4
Log buffer: Enabled

Max buffer size 1024, current buffer size 512

Current messages 342, dropped messages 0, overwritten messages ©
Log file: Enabled
Security log file: Disabled
Information timestamp format:

Log host: Date

Other output destination: Date

Configuracion de logging/Syslog del switch del centro de datos ASSETEL.
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virtualizacién ASSETEL - HST-PRLN-04
w0 cesu =
iLOS

e Management - Remote Syslog ® © & ¢ A ?

7.7

Information SNMP Settings AlertMail Remote Syslog

System Information

Firmware & OS Software N
iLO Federation Remote Syslog Settings
Remote Console & Media
Power & Thermal c Enable iLO Remote Syslog

Performance

Remote

514

log Port
iLO Dedicated Network Port
iLO Shared Network Port Remote Syslog Server

Remote Support 10.255.248.15

Administration

Security
Apply

Management

Lifecycle Management

HPE iLO Remote Syslog habilitado.

7.8 Almacenamiento ASSETEL - STR-MSA-02

« [¢] [ Not Secure  10.30.118/#/notifcatio no% iy @ a5 @ =

s 202 - 2:41:0
Hewlett Packard Storage Management Utility PSR axsanchez Cerrar sesion

Enterprise MSA 2060 iSCSI America/Tijuana

fAl Panel Ajustes

@ Aprovisionamiento v

Notificaciones

Q Ajustes -
Red i
Correo electronico SNMP Syslog
Usuarios
Sistema Direccion de servidor de Sysleg (7)

Notificaciones 10.255.248.15

iSCsI Puerto de servidor de Syslog
Conexiones del mismo nivel sS4
ZY Mantenimiento v
EEE Aplicaciones - [] Enviar notificacién de syslog de prueba

Recibira una notificacién de syslog de prueba cuando aplique esta configuracién. Si no recibe la notificacion, puede que la configuracién sea incorrecta.

Configuracién de Syslog en HPE MSA.
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798 ce ASSETEL - VLT-SONCE-02

< StoreOnce

Federation Dashboard
System Dashboard
Data Services
Reports

Event Log

Dual Authorization
Settings

Help

A

HPE InfoSight
HPE Privac

@ Not Secure| 10.30.1.9/u x #/settings/remote-logging/Syslog/edit/Gads: 2 4b49-9dad-23308b

nox £y

Edit Logging Server

Server type
O Auvdin (®) sysieg

Server address (IPv4 or IPv6 or FQDN)

10.255.248.15

Protocol
@® Tcp O uoe

Port

Learn more

514 —

Servidor de logging configurado en HPE StoreOnce.

7.10 StoreOnce NGX -VLT-SONCE-01

¢ StoreOnce

Federation Dashboard
System Dashboard
Data Services
Reports

Event Log

Dual Autherization
Settings

Help

A

HPE InfoSight

@ Not Secure [10.204.30/uindex.nimifettingsremote-logaingad |

Add Logging Server

Server type
O Audit (®) syslog

Server address (IPv4 or IPvé or FQDN)

10.255.248.15]
Protacol

® T QO e

Port

514 _—

Learn more

B |

Servidor de logging configurado en HPE StoreOnce.
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7.11 e virtualizacion NGX - HST-PRLN-01
ONmSecur 20% iy L@ a0

iLOS Management - Remote Syslog ® © O ¢ A ?

2.44 Sep 03 2021

Information SNMP Settings AlertMai Remote Syslog

em Information

Firmware & OS Software .
1LO Federaton Remote Syslog Settings
Remote Console & Media

Power & Thermal (> Enable iLO Remote Syslog

Perfarmance
Remate Syslog Port

iLO Dedicated Network Port 514
iLO Shared Network Port -
Remate Syslog Server
Remote Support 10.255.248.15
Administration

Management

Lifecycle Management

< & OanSecure 1 L@ 0@ =

Hewlett Packard Storage Management Utlliry 2026-08-04 14:58:07 axsanchez Log Our
Enterprise MSA 2060 iSCSI
1Al Dashboard
Settings
E Provisiening -
‘u' Serings - PPy
Notifications
Network
Usars Emall SNMP Syslog
System
Syslog Server Address (7)
Notifications
10.255.248.15
iscsl
Syslog Server Port
Peer Connections
514
& Maintenance  +

Send Test Syslog Notification

You will receive a tesr syslog notification when you apply these setrings. If you do not receive this norificarion, your sertings may be incorrect.

Configuracién de Syslog en HPE MSA.
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8. Evidencia de logs transaccionales

8.1 Software / bitacora funcional

For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now ion-specific DNS Suffix
local IPv6 Addr

ault Gates

Semana  Mes pasada  Mes pasado 01/07/2026

21/12/2026 Ethernet adapter Conexién de red Bluetooth

Tarjetas ia State Media disconnected
onnection: ific DNS Suffix
Todas

Ethernet adapter vEthernet (WSL (Hyper-V firewall))
Connection-specific DNS Suffix = Notifications

Basqueda rapida Link-local IPv6 Address
U Address

Fecha Tl Modificacién 11 Tarjeta T} Descripcion Tl

No new notifications

Filtrar

15/05/2026 09:43
AM

Administrador de la

Por Cliente Se agruparon 1 tarjetas: [ 00001] del grupo Carros compactos.

cuenta

viemes, 15 de mayo v
15/05/2026 09:43
AM

Administrador de la

Por Cliente Se agregé el grupo Carros compactos..
cuenta

mayo de 2026 P
08/05/2026 09:53 § - . Administrador de la el e e e
Por Cliente Se actualizé usuario LUIS : desde portal web. g
AV cuenta
1 2
08/05/2026 09:51 . N X Administrador de la
Por Cliente Activacién de usuario [LUIS ] desde portal web. 3 4 5 6 T B b

AM cuenta

08/05/2026 09:43
AM

N Administrador de la
Por Cliente Se actualizé usuario LUIS : desde portal web.
cuenta

07/05/2026 04:21
PM

Se agregé usuario de tipo Consulta [ LUIS PROGRAMADOR ] desde portal
web.

Administrador de la

Por Cliente

cuenta

07/05/2026 03:54

Por Cliente Restablecimiento de contrasefia de acceso desde portal web. — s - > ros

Uiovers pronto

prox 15 hor. m Qs L

0419p.m
15/05/2026

~WXBO0P 0 &S s
Figura 17. Bitacora de movimientos de la aplicacion: ejemplo de registro funcional de operaciones realizadas por usuarios.

8.2 Servidor / bitacora de aplicacion

Rango da Facha
MONEDERD T2 Inieml 05/01/2026
— Todos Foal 03132026
8 racha [ Achrw B vehenn [ Descopeion

05107, JESUS EDUARDO AVALA SANDOVAL 712 00000 Cluerim cremd dusde sgraback?n

(e 57 JESUS EDUARDO AYALA SANDOVAL 7R 0E0D Torjets cres da desde sprobacAtn o

JEIUS EDUARDO AYALA SANOOVAL 00001 Cheacar Usa de Terjets gl de S e

JESUS EDUARDO AVALA SANDOVAL 7712, [ Cambin NIP Puede penersr cddigo

JESUS EDUARDO AYALA SANDOVAL 00001 Cambu NIP Pusde generw cddgal

JESUS EDUARDO AYALA SANDOVAL 7718 000 Tign de Depostva dellfa M Cam

Figura 18. Vista de bitdacora en servidor de aplicacion con contexto del equipo y fecha/hora.
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¥Software: Microsoft Internet Information Services 10,0 ~
#Versiol 1.
#Date: 2026-05-15 01 00:

;uuv cs-usernane c-{p cs(User-Agent) cs(Referer) sc-status sc-substatus sc-wind2-status sc-bytes cs-bytes time-taken
) L1001 Mozdlla/5. @ (Mindows +NT+10, 0; +NinGd; «xbd ) sappleNebk it /537, 36+ (KHTHL {hesGecko)+Chrome /146,90, 0, 0
5,50,10 POST /LogOn.aspx - 60 - 10, 7,100 Hozd1la/5, 0e (WindowssNT+1 L 0; +HANGA; «x04 ) +AppleNebk it /537, 36+ (KHTHL, +2{kesGecko)+Chrone/]
50,10 GET /index.htm - 80 - 10.255, Alm Mozilla/s. {ndows +NT+1¢ NENGA; 464 ) e Appledebk it /537, 36+ (KHTHL, «1ikesGecko)+Chrone/148,
50,10 GET /images/logol.gif - 80 - 10.255.237.10% Mozilla/S. O+ (Hindows +NT+10, 0; +Minkd; «x6d)+AppleNebkit /537, 36+ (KHTML, +1ikesGecka)+Chrome/146, 0, O, O+
50,10 POST /LogOn.aspx - 60 - 10,2 '.‘.‘1‘.101 Mozd11a/%5. D+ (Hindows +NT+10, 0; +Min64; «xtd ) +AppleNebk it /537, 36+ (KHTHL, +1{kesGecko)+C nﬂ‘iﬁ 0.0.0¢5 hl 175
10 POST /LogOn. aspx 80 -1 7.101 Moxdllass (WEindows +NT+10, 0; +Nink sAppleNebk T /537, 36+ (EHTHL, +1{kesGeocko)sChr S /s
50,10 POST /LogOn, & “Jm Mozdlla/S. 0« (Hindows +NT+10, 0; +Ninkd {
POST /LogOn. a: 17,100 Mozd11a/5.d«(Hindows +NT+10. 0; +Ninta
D POST /LogOn.aspx LT 237,101 Mozilla/%.@«(Mindows+NT+10,
/MenuFrane, aspx - 80 - 10,255,257, h‘l nw‘nus @« (Nindows +N
/seripts/Pluging/dson2, §s 237,101 Mozilla/s. (Hru(nxnu
/Seripts /ain/Jauery-1.7, 237,101 Mozill o 0
/MenuTitle, aspx - 80 - 10 64)+Appledebk it /5
/CSS/estilos_titulo.css . 0 S. L 0 +Ninb4; «x64 ) shpple
/Content /font -awesome,nin,cs ) @, 255,237, ¢ A/5. 0 (Nindows +NT+10, 0; +Minb
[fonts/Font awesone -uebfont . woff2
/graficos /tareas.png - 80 - 10,255.2
mm.-.inr spx disableMenusfalse 80
s/estilos_menu_lateral.css
\vmlrm /vootstrap-grid.nin,css
/CSS/estilos_portal.css - 8O .
Scripts/bootstrap.nin, is L1 J E O+ (Mindows
J‘mvlrv‘!‘bwnt«lv'::-‘lln.na 50 237 c /5, 00 (Nin dows N
raficos /{conos_menu/FUNCIONES.png - 80 - 10, <0
graficos/fconos_menu/ADMINISTRACION.png - 80
/grafi {conos_menu/BANCOS. png - 8O - 10,
/graficos /iconas_nenu/CUEPTACLONDLCABDAD mna
/inage_viewer.a
cripts/Jquer
aficos/fconos_menu/VEN
lank.gif - 80
/H_tareas, gif
/iconos_menu/FAC
/grafice conos_menu/AF I
graficos /iconos_menu/MON
aficos /Lconos_menu/VaL
enu_inbox, aspx firstTin
/Seripts/utilities. s [
torafire

s-method cs-uri-stem cs-uri-query
10 POST /LogOn.aspx - B0

Wrields:

< (hing (aeniinadsn

Figura 19. Registro técnico del servidor con eventos de aplicacién/servicio y contexto temporal.

8.3 Base de datos

Notifications

uitados 1

binnacle id 3 person_id o o 2 x No new notfications.

m

viemes, 15 de mayo v

mayo de 2026 A -

Files - Enerser X

30 mins  + » Focus
[ ot | e | cctaie

-%wxX@OPOO9
Figura 20. Consulta de registros en base de datos, utilizada como evidencia de persistencia y trazabilidad de eventos transac cionales.

0 <

Parc soleado
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9. Campos minimos del registro y mapeo de evidencia

@

L (i I@ O~ wazuh.enerser.com.mx/app/data-explore! cover#?_a=(discover:(columns:!(_source),isDirty:!f, sort:!()),metadata:( 110% 1} K3 @ ﬁ @
= W Discover New  Save Open Share  Reporting  Inspect a
wazuh-alerts-* v BE ) Search DQL B~ ~adayago - now C Refresh
Qu Sea Y Filter by type © ¥ @ Add filter
1,666 hits
~ Selected fields
Aug 4, 2026 @ 17:56:36.461 - Aug 5, 2026 @ 17:56:36.461 per  Auto v

I _source

<

Available fields

_index
agent.id
agentip
agent.name
data.command
data.dstuser
data.id
data.protocel
data.pwd

data.sca.check,
command

data.sca.check.
compliance.cis

data.sca.check.

40
g
. I I
o
" I I
0 -
I 800 2100 00:00 03.00 08:00 09:00 12:00 15:00
timestamp per 30 minutes.
¢ agent.1ia sio
t agent.ip 172.16.52.12
t agent.name SRV-MON-SER-PR
t data.win.eventdata.objectServer Security
@al=s t data.win.eventdata.privilegelist SeProfileSingleProcessPrivilege
t data.win.eventdata.processld ax2864
t data.win.eventdata.processName C:\\Windows\\System32\\svchost.exe
t data.win.eventdata.subjectDomainName NT AUTHORITY

L

compliance.

4

Figura 21. Wazuh Discover: ejemplo de campos disponibles por evento para identificar agente/origen, servidor, archivo, accién y demas

atributos.

10. Proteccion, solo lectura y segregacion de funciones

La evidencia proporcionada muestra controles de consulta centralizada, roles y segregacion de permisos en Wazuh. Estos

controles se relacionan directamente con los incisos e) y f) del Punto 46.

> C @ wazuh.enerser.com.mx/app/endpoints-summary#/agents-p % 7 Yy @ a5 0
W. Endpoints Index pattern wazuh-alerts-* ~ a
AGENTS BY STATUS TOPS50S TOP 5 GROUPS
\ | | \ [
@ Active (260) @ rocky (219) @ SRV_Estaciones (191)
@ Disconnected (10) windows (45) default (45)
Pending (0) ® centos (4) Servidores_Criticos (23)
@ Never connected (0) @ debian (1) @ ERPMonedero (9)
@ ubuntu (1) ® Active_Directory (2)
Agents (8) @ Deploy new agent C Refresh by Export formatted More )
status=active and name ~ "SRV-MON"{ waL
[+ Name IP address Group(s) ™ Operating system Cluster node  Version Status Actions
27 . activ
1 SRV-MON-APP-QA  172.16.51.10 ERPMonedero [ Microsoft Windows Server 2019 Standard 10.0.17763.8880  node01 va.14.2 L] o @ aas
27  SRV-MON-APP- activ
2 DEV 172.16.50.10 ERPMonedero [ Microsoft Windows Server 2019 Standard 10.0.17763.8880  node01 vd.14.2 . e ! @ oo
7 .
2 SRV-MON-APP-PR  172.16.52.10 ERPMonedero . Microsoft Windows Server 2019 Standard 10.0.17763.8755  node01 v4.14.2 . activ @ aas
e
27 ti
s SRVMONDB-PR 172165211  eRPMonedero [l Microsoft Windows Server 2019 Standerd 10.0.17763.9020  nodedl  vd.14.2 )
e
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Figura 22. Repositorio central Wazuh con endpoints del monedero registrados.

= C E@ O~ wazuh.enerser.com.mx/app/secur

1w ¥ L @0 &

W. Securif Index pattern wazuh-alerts-* ~ a @
Ps

Users Roles Policies Roles mapping

USEI’S Create user |

() Search...

User T Allow run as Roles Actions
axsanchez No administrator 1]
icuevas No readonly  agents_admin 17}
jleon No readonly 5]
mmaldonado No readonly ]
wazuh Yes administrator

wazuh-wui Yes administrator

Rows per page: 10 ~ <1 >

L 4
Figura 23. Usuarios analistas y configuracién orientada a consulta/solo lectura.
« c @ o wazuh enerser.com.mx/app/security#/security?tab=roles no%  ¥¥ L 00 @ =

W. Security Index pattern wazuh-alerts-* v a ®

Users Policies Roles mapping

Ro'es 7 Create role

—J
Q Search
D™ Name Policies Status Actions
agents_all_resourceless  agents_all_agents  agents_all_groups  agents_commands_agents
security_all_resourceless  security_all_security  cluster_all_resourceless  cluster_all_nodes
X ciscat_read_ciscat  decoders_all_files  decoders_all_resourceless lists_all_rules lists_all_resourceless
1 administrator
rootcheck_all_rootcheck  rules_all_files  rules_all_resourceless  mitre_read_mitre  sca_read_sca
syscheck_all_syscheck  syscollector_read_syscollector  logtest_all_logtest  task_status_task
events_ingest_resourceless
agents_read_agents  agents_read_groups  ciscat_read_ciscat  cluster_read_resourceless
2 readonly cluster_read_nodes  decoders_read_decoders lists_read_rules  rootcheck_read_rootcheck
rules_read_rules  mitre_read_mitre  sca_read_sca  syscheck_read_syscheck  syscollector_read_syscollector
3 users_admin users_all_resourceless  users_all_users  Reserved
4 agents_readonly agents_read_agents  agents_read_groups
L 5 agents_admin agents_all_resourceless  agents_all_agents  agents_all_groups

Figura 24. Roles de Wazuh para separar atribuciones administrativas y de auditoria.
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10.1 les contra pérdida o destruccion

Veeam Backup and Replication

ew Job
4 b b 1 &R X -
Start Active ~ Statistics Report  Edit Clone Disable Delete Ethe

Details Manage Job

Home Q wazu X

Backup
Replication

VMuware Backup 1 Stopped 11 hours ago

Backup Copy
4 P Backups

¥ Disk Storage
¥1 Disk (Copy) - m Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.

Disk (Orphaned)
Object Storage (Copy)

Replicas Name Backup proxy:

2, Ready SRV-PRXY-NGX Choose..
Virtual Machines

p Actise (1) Backup repository:
4
R Storage. StoreOnce_NGX (Created by SRV-MONITOR\Administrator at 2/21/2024 11:03 AM) v
v
Y Waming Guest Processing 39,1 TB free of 50.1 T8 Kisp Dok
% Failed Retention policy: 7 C || days v| O
Schedule
e S — ~thival purposes Configure.
[¥] Keep weekly full backups for. | 4 C |weeks P
another backup repository, or tape. We recommend to make
If multiple full backups exist, use the one from: Sundey ¥ ||| gifferent storage device thatis located off-site.
v Keep monthly full backups for: | 6 C | months
A Home Use weekly full backup from the following week of s month: | First v
Kasp yuacly ull Backinss e i de, compression and deduplication, block [
job activity and other settings
= Use monthly full backup from the following month:
e 2
O, s Concel | £ Previous Next > Finish Cancel
2 »
[ e

1job selected Connected to: localhost Build: 12

Figura 25. Configuracion de respaldo del servidor SRV-WAZUH mediante Veeam, con retencion e inmutabilidad segtn evidencia

proporcionada.

10.2 Controles contra distribucion no autorizada

ndices?from=0&search=&showDataStreams=/ 110% 7

|G) wazuh.enerser.com.mx/app/o;

= W. Index Manage... Indexes a @

Index Management

State management policies = ezt ‘ | g —
G Refres| Actions rezte Index
Policy managed indexes | nd exes (353) e ne—r —
Indexes X
Apply palicy
Data streams QU Search réam indexes
Templates Close
Aliases Index L Health Manage...  Status Totalsize Sig Open s|  Replicas
Rollup jobs
n - i - . Reindex
Transform jobs [@ wazuh-statistics-2026.9w Green No Open 1.8mb 1 0
i i Shrink
Notification settings  wazuh-statistics-2026.8w ® Green No Open 107.6kb ! 1 0
Split
Snapshot Management @ wazuh-statistics-2026.7w ® Green No QOpen 2mb Force merge 1 0
Snapshot policies [@ wazuh-statistics-2026.6w ® Green No Open 1.8mb Clear cache 1 ]
Snapshots
& -stati S .
Repositories @ wazuh-statistics-2026.5w Green No Open 2mb Flush 1 0
@ wazuh-statistics-2026.4w ® Green No Open 1.9mb Refresh 1 Q
Delete
@ wazuh-statistics-2026.3w ® Green No Open 2mb 1 0
@ wazuh-statistics-2026.32w ® Green No Open 782.4kb  782.4kb 1589 0 1 0
@ wazuh-statistics-2026.31w ® Green No Open 1.7mb 1.7mb 3022 0 1 0
@ wazuh-statistics-2026.30w ® Green No Open 2mb 2mb 4015 0 1 0
| . - a froan A~ Aron 1 Ok P, anta n 1 n -
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n de indices en Wazuh/OpenSearch utilizada como evidencia del control de administracion y ausencia de exportacion directa

Figura
desde la vista mostrada.

11. Control especial de administradores y cuentas privilegiadas

&« C O wazuh.enerser.com.mx/app/endpoints-summary/#/privileged-accounts 0% 7Y y @D B =
= W. Security events Privileged Accounts Overview Sendero Fuel v a [©)
‘Privileged Accounts Overview
g B  Last24 hours Show dates C Refresh
Monitoreo de cuentas privilegiadas en la infraestructura de Sendero Fuel
Q. agent.name, user.name, host.name event.module: security X event.category: authentication x user.privileged: true X + Add filter

Privileged logins by result Top privileged users Top target servers

10.20.1.1

‘{ ® Successful (142) ® Axel Martinez Renteria (48) v: ® DC-AD-01(52)
® Failed (18) ' @ Romina Monserrat Barbosa Apodaca (32) @ SRYIMONARRERR(36)
! @ SRV-MON-DB-PR (28)
Account locked (2) \ @ Raul Ernesto Galindo (28) © SRVMON-APP-OA(24)
@ Other (4) ' @ Jessica Dafhne Pérez Santa Ana (18) \ SRV-MON-APP-DEV (18)
Teresa Angélica Martinez Cérdenas (12) ® WAZUH-MANAGER-01 (10)
Events (184) @® Explorein Discover ~ C Refresh &y Export formatted More v &
Timestamp user.name source.ip host.name event.action result severity Actions
Mar 10, 2025 @ 10:24:31 Axel Martinez Renteria 172.16.51.10 SRV-MON-APP-QA RDP logon (privileged) ® successful medium @ ® o
Mar 10, 2025 @ 09:17:02 Romina Monserrat Barbosa Apodaca 172.16.50.25 SRV-MON-APP-DEV PowerShell elevation ® successful ® high © @00
Mar 10, 2025 @ 08:45:11 Rail Ernesto Galindo 172.16.52.10 SRV-MON-DB-PR Group membership check ® successful @ low © @ oo
Mar 10, 2025 @ 07:32:18 Jessica Dafhne Pérez Santa Ana 172.16.50.11 DC-AD-01 Failed privileged login o failed ® high © [0) coa
Mar 10, 2025 @ 06:58:44 Teresa Angélica Martinez Cardenas 172.16.52.11 WAZUH-MANAGER-01 Password reset approval ® successful medium @ @ oo
Mar 10, 2025 @ 05:21:33 Axel Martinez Renteria 172.16.51.10 SRV-MON-APP-PR PowerShell elevation ® successful ® high ©® (6) L
Mar 10, 2025 @ 03:18:05 Romina Monserrat Barbosa Apodaca 172.16.50.25 DC-AD-01 Group membership check ® successful ® low © (0] oon
Mar 10, 2025 @ 01:12:47 Radl Ernesto Galindo 172.16.52.10 SRV-MON-APP-DEV RDP logon (privileged) o failed ® high @ @ soa
RTINET Sve‘n(‘lero Fgel - ‘Lov‘gs‘a‘d‘mlnw“tr‘a\‘t‘lvos AL @ SRl @ -

FW-FORTIGATE-01 > Log&Report > Logs administrativos y VPN

Tipo de evento Administradores. Accién / Categoria
Todos v Todos v Todos -
Log & Report Fecha/hora Usuario Nombre Perfil Accién Objeto 1P origen Resultado
Romina Monserat
14/0908:12:21  romina barbosa 3 Vonserrat Super Administrados FW-FORTIGATE-01 19.203.14.25 txito
Eve
14/0908:12:35  romina.barbosa Super Administrador FW-FORTIGATE-01 189.203.14.25 Exito
Logs administ
T MlMartivez Policy
RO ‘ Renteria o Shgwi Acceso Corporative) 1721620
Al Mo Direccién derango P
14709 09:15:02 o Cambio de obieto 72162045 i
4/09 09:15:0. Renteria o da ol RED-MANTENIMIENTO 17216204
—— Conenid
14/09 10:2841  eft-admin0) o sty MPLSVPNSF 01158337 (ke y
. o (RED-MANTENIMIENTO)
s ams | eniot. | LAdmbE DL Jp— o r 0/5SH desde tinel
Infrae dered
TR N Backup manusl e
4/09 12:22:08  axel.martinez B Mt s & FW-FORTIGATE-01 172.16.20.45
Renteria
14/09 14:18:3. romina. barbos. D Super Administrador  Cambio de objet: WAF-SAFELINE-01 189.203.14
W09 141833 romabarboss  fOTEMITET g, isrador  Cambio de objto WAF-SAFELINE 592031425
14/09 154711 eft-admin01 Desconexién VPN MPLS-VPN-SF 011583377
i | it [P | o cametsss | |
109 17:0356  rominabarbosa ooy s Aimnistador o 025 W-FORTIGATE-01 92031425

Perfil aplicado: SF-NGX-ADMIN

FortiGate v7.

O Sendero Fuel
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